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Deployment stages and activities

Mobile Connect deployment guidelines for operators




moble | Deployment stages and activities
* Products * Implementation » SP identification * Public launch * Analytics
 Authenticators * AP| compatibility » SP contracts * Reporting
« ID Gateway testing « SP billing &
« API Exchange * Performance reconciliation
- Request validator testing * Pricing model
- Analytics * End-to-end « GSMA SP
.« Ts&Cs testing outreach
« User registration i * End user and SP
» Service mark suppor_t
« User flows ’ L\:/Ia?]rqlée;ilgg
+ User experience . PR
* Regulator 1
anaiysis o o
- SigEE prineelize incentivisation

* Resources
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Authentication

mobile
connect

Authorisation

5

ldentity

Identity — Mobile Connect

A simple, safe end user
authentication solution
on a global scale

Authenticate as well as
authorise requests
directly from mobile

End user consent to
share personal
attributes data

Mobile subscriber ID
verification for digital
services

Planning: Which Mobile Connect products to deploy?

N
M authenticate authenticate
plus
N
M authorise authorise
plus
N — (@) . N
M Pk, M national D M sien-up
account takeover 0 verified
protection M KYCmatch MSISDN

Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



moble: | Product category:

Mobile Connect Authentication offers a simple and globally ubiquitous log-in mechanism.

N : ) authenticate

M authenticate plus
Mobile Connect Authenticate provides a Mobile Connect Authenticate Plus challenge
mechanism for authenticating the user based on the user to enter the Mobile Connect PIN on
their possession of mobile phone i.e. something their mobile, or to authenticate via a biometric;
the user has; as such, Mobile Connect possession of the mobile phone and either the
Authenticate provides a single factor level of PIN or biometric resulting in a two-factor
assurance (LoA2). authentication (LoA3).

6 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobie: | Product Category: Authorisation

Mobile Connect Authorisation offers contextual authentication with a Yes/No option for users to
authorise requests on their mobile phone.

(@) (@) .
M authorise authorise

plus

Mobile Connect Authorise provides a
mechanism to display specific request on the
end user’s mobile phone for approval. The end
user approves or rejects the request and the
response is relayed back to the service
provider

Mobile Connect Authorise Plus extends Mobile
Connect Authorise by requiring explicit user
authentication via a PIN or biometric prior to the
user approving the authorisation request

7 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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tonect |Product Category: ldentity

Mobile Connect Identity helps end users engage with digital services quickly and efficiently, share data when
they want to, and assert their identity when needed.

phone
number

Mobile Connect Phone Number
enables the end user to give their
consent for their operator to share
the phone number with the
requesting service provider

(@)
M sie-we

Mobile Connect Sign-up enables
the end user to give their consent
for their operator to share core
information about them (first
name/last name, street address,
postal code, country) with the
requesting service provider

N
M national ID

Mobile Connect National ID enables
the end user to consent to sharing
their core ID information in
accordance with local legislation &
regulations. This service enables the
requesting service provider to access
the user’s first name/last name, date
of birth, and national identifier

Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.

8 Identity — Mobile Connect




mobile
connect

Product Category:

Mobile Connect Attributes services utilise device and network information for ID verification and fraud

prevention.
(@)
account takeover verified
M KYC match protection MSISDN

Mobile Connect KYC Match
provides a comparison of the
user’s name and address relative
to the subscriber information held
by the mobile network operator

Mobile Connect Account Takeover
Protection provides information on
the pairing between a user’s
mobile phone account and their
device (i.e. last SIM change date
and active call divert status) for
fraud prevention

Mobile Connect Verified MSISDN
verifies the phone number
associated with a mobile device
through which a user is accessing
an SP’s service

9 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobile

connect |Selecting authenticators

Pros Cons
USSD *  Works on all phones * Requires user input
* Doesn'’t require data connections » Can take time loading
» Secure channel » Displays differently on different devices
SMS/URL g * No user input required * Low security
» Works consistently across enabled devices ¢ Requires data connection
» Data charge may discourage users
SMS/OTP __ * Works consistently across enabled devices « Not secure
* Works on every single phone * OTP requires User Input
+ 8 step process
SIM Applet
» Super quick and secure (esp. for LOA3) » Limited text strings for UX display
» High investment to roll out
Smart Phone [ * Very smooth UX as eliminates call times * Only available for smartphones
App and processes

11 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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SR mobie ldentity Gateway (ID GW)

connect

Service Provider

Service access request ‘_ Operator Discover
< e =

API Exchange

Tablet/desktop Authentication
(consumption request

device)
( Identity \

il Gateway

Authentication t_
< » | =

(Authentication device). In many AuthN
scenarios the Authentication and Qerver Operatorj
consumption device can be the same

13 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobie: |l1dentity Gateway (ID GW)

Your customer on Your application or web service
desktop/mobile/tablet

Your customer Is authenticated Mobile network operator
via their mobile
_ee ((g)) ID Gateway

S[R[nps S

Authenticators

Discovery service

< eE API Exchange

Delivered by the GSMA

Your customer clicks on button to access service

Your application or web service requests customer’s operator from the discovery service

Your customer is identified via the discovery service

Your application or web service makes a request for authentication using OpenlD with Mobile Connect profile
Operator using chosen authenticator seeks authenticate request

Your customer follows instructions on their mobile to enable authentication

PCR identifying a specific end user is returned

Access granted

14 Identity — Mobile Connect
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mobiet | Planning: ID Gateway

() (X(R)

Operators may choose an in-house ID gateway MCX is a cloud-based managed service, designed to help operators
deployment or may partner with an external vendor implement Mobile Connect in an easy and fast manner. The service
to handle the implementation. Referred to as “Mobile circumvents the need for operators to spend time and resources
Connect Accelerator” (MCX). finding appropriate compliant platforms by themselves.

N
W

Details about MCX providers can Operators exposing the Mobile Compliance with the Mobile
be found here: Connect APIs should follow the Connect technical specifications

http://www.gsma.com/personaldat Mobile Connect technical can be certified using the Mobile

a/mobile-connect-accelerator-mex specifications found on InfoCentre2. Connect Test Suite Portal.

15 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobie¢ | Planning: API Exchange?

The API Exchange offers a federated discovery service that allows a third party to discover the home
mobile operator of any mobile phone.

The discovery service can be completed without end user interaction (1).

If end user interaction is required, then the discovery user interface (2) is displayed.
Direct (1)

== | API| Exchange
Discovery Ul (2)

\_ Discovery service Y,

17 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobie: | Planning: APl Exchange by GSMA

® App user

ﬂ (Subscriber of
Operator B)
N
Flow
Application calls global “Discovery” capability to
ivocation determine to which operator a subscriber / user of

the application belongs, leveraging IP address,
MSISDN, MCC/MNC from SIM ...

Return: Operator B details, APl exposure endpoint
Operator address and access credentials
A

e Application calls “API” of discovered, Operator B

(optional): Operator B calls “Request Validator”
to validate API access credentials and details of
invoking application/ developer )

* If operator does not want to use “Request Validator”
they can instead implement an application whitelist

18 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile | Discovery service — Discovery types

connect

TSP
MSISDN

Discovery Call MNO details returned to TSP
No customer interaction

Discovery Call MNO details returned to SP
No customer interaction

On data network

Discovery Call MNO details returned to SP
No customer interaction

ISR NN  MNO details not returned to SP
Customer interaction required

MSISDN* or Discovery
Ul

Required

Active session MCC + MNC returned to SP
(*MSISDN not seen by SP)

or user selects network

Discovery Call (2) MNO details returned to SP
No customer interaction

19 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobile, | AP| Exchange contracting

The API Exchange service allows operators to federate their Mobile Connect APIs in order to
enable a service provider using Mobile Connect to reach any mobile user without having to
connect directly with each operator. The APl Exchange service will be offered at different service
tiers to accommodate for different business needs, summarised below:

(8

Service tier 1 & 2 — Intended for Pilots Service Tier 3 — Designed for a
(Tier 1) and limited commercial commercial service with agreed availability
service (Tier 2) with up to 30 million levels and improved support SLA’s. Priced

API calls free of charge but reduced based on transaction bundles.

support and guarantees.

20 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobile
connect

Planning: Analytics

GSMA recommendations to operators:

*  Analytics must be in place across all the deployed components. It is essential that all incidents
(technical activity) is logged and user traffic monitored.

* Analytics must be included in initial contracts with technical vendors.

—~

GSMA collects and aggregates high-level metrics on a monthly basis from all operators globally to
measure the success of Mobile Connect

« #registered and monthly active users
*  # successful and unsuccessful transactions (in some markets, detailed reasons for failures)
«  # of applications (with name/sector as much as possible)
Data available related to the Discovery API.
*  API calls per operator and per application
*  Call successes/reasons for failure

* Latency, uptime, and other SLA metrics
___________________________________________________________________________________________________________________________________________________|
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| Click-to-Accept: Operator proposition for a distribution channel
mobiet | to build scale

- _ * Includes the consolidated global SP T&Cs (v12) as an Exhibit
Distribution Agreement + Only localisation is operator name and Address

between GSMA and MNO  Operator specific terms are already in the SP terms
» SP is obligated to follow all Local laws and regulations

Supports a limited
proposition initially (new
functionality will come later):

« Simple Authentication only (typically LoA2)
* Free services for developers (subject to fair usage limitations)

AN Optional channel to » Operators should progress with additional channels to market, such
market for operators but not as reseller, aggregator, channel partners or directly through existing
the only one operator developer portals

Note: Operator can still say NO to an SP and blacklist application
|

24 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



| Click-to-Accept: Simple and intuitive process for developers
moble: | to contract with operators across multiple countries

Global acceptance

By clicking the checkbox below you accept the Terms and Conditions for all operators listed below.

Accept Terms and Conditicns for all operators[—

Individual Operator Table
The developer can

Country. Country Annex ‘Operator Region tICk thls bOX and
Etisalat Afghanistan h I k A t
MTN Afghanistan t enclic Ccep
i (below) to agree
(] anistan ew sia and the le Eas! 4
Afghanist: Vi e— A d the Middle East , the Standard
Roshan (ew) / T&Cs for all
4 5
Selaam ,/ countries
© Albania View Fegle S Europe /
Telekom Albania /
| Bangladesh View ‘Grameenphone Asia and the Mi / The developer Can
- India View Telenor India Asia and the Middle East tick one or many
(] Myanmar View Telenor Myanmar Asia and the Middle East Country boxes and
- Malaysia View piel Asia and the Middle East then click Accept
m Pakistan View Telenor Pakistan Asia and the Middle East // . . g (bE|OW) to ag ree
Thailand View dtac Asia and the Middle East // . _ - the standard
® United States View ::‘2 North America and the Caribbean // - -7 T&Cs for the
‘7 selected countries

By clicking Accept | confirm that | accept the Standard Terms and Conditions and associated Annex A for operators selected above.

/7 -
-
K-
Accept

To fully understand the Developer experience please go to https://developer.mobileconnect.io/
___________________________________________________________________________________________________________________________________________________|
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Click-to-Accept : Simple operator on boarding and ongoing

mobile
connect

Step 1

Operator
Execute
Distribution
Agreement

Return exhibit 1

Operator details as
they will appear on
the Portal and
ongoing contact
information

Step 2

GSMA
Publish
Operator Details

Notify Developers
of new operator

Notify Operator

support processes

Operator
Onboarding
Complete

Step 3

Developer

Accept Operator

T&Cs

Operator is notified
by email

Exchange is
updated

Step 4

Developer
Promote App to
live

Operator is notified
by email to whitelist
the App on their
Network

Step 5

Operator
In Life Support

Responding to
support requests
and commercial
enquirers, as
defined in Exhibit 1

Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobie: |Planning: User registration

(R)

MNOs should decide
how to register the
service end users (e.g.
offline pre-registration;
on-the-fly registration
etc.). Itis
recommended to
include Mobile
Connect as a standard
service (like SMS,
voice) and add specific
Mobile Connect Ts&Cs
into existing end user
contracts.

O

(]

Increasingly
operators are how
pre-registering new

users for Mobile
Connect when they
enter into a new
contract.

Existing users
are enrolled into
Mobile Connect

through the
operators own
internal
services.

Others have an
existing user
base of similar
services so no
new
registration is
needed.

A few may still
require their
end users to

sign up on the

fly as they use

Mobile Connect

for the first
time.

There is full focus
on optimising this
process so to
keep the friction to
a minimum while
still ensuring that
the end users are
fully informed
about the service.

28 Identity — Mobile Connect
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User Registration: Mobile Connect T&Cs Handling

Options for user to accept T&Cs UX Advantages UX Disadvantages

Offline when customer signs or renews
contract with their Operator

IN product flow as extra 1 time only screen
for clear acceptance

IN product flow as blurb hardcoded & pre-
checked underneath MC-sign in button

T&Cs handled as part of a pre opted-in
process accompanied by an opt-out
sms/email/comms campaign

SP includes MC T&C in their own general
contract T&Cs

Frictionless yet transparent process with full
explanation of user benefits & MC proposition
when contract is purchased on premise.

Full transparency to user. Education that T&Cs
are available to be read if required.

Full transparency to user. Link to T&Cs that
can be read if required. Doesn’t require explicit
user-action for acceptance & proof of
acknowledgement.

Frictionless yet transparent process with full
explanation of user benefits & MC proposition.
Can be used as one piece of a wider marketing
campaign by MNO / SP on actions to
safeguard end user digital identity.

Frictionless, invisible process to user.

For contract renewals, the process may be
invisible to the user and doesn’t guarantee
awareness.

1-time only screen/step extends the
authentication process as it requires explicit
user action to accept. Can therefore be a drop-
out point.

Unlikely to be accepted on SP sites or requires
higher investment of UX design to
contextualise on an SP site by site basis.

No UX disadvantages however there may be
legal, regulatory or compliance issues as to
why this may not be permissible in specific
countries.

No UX disadvantages however operators may
feel they have legal, regulatory or compliance
“exposure” and require some audit method.

29 Identity — Mobile Connect
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mobile

connect | UNiting behind the Mobile Connect service mark

The goal of the Mobile Industry and the GSMA is to make the Mobile Connect service mark the single, trusted symbol

for authentication via a mobile phone. One that is recognised and trusted by consumers and service operators
worldwide.

Unity is important. If there are different names and identities for the service, it may create confusion amongst

consumers and lack of trust amongst service operators. The more we can unite behind the Mobile Connect service
mark, the faster it will be used and adopted.

This is why the GSMA encourages all operators that are offering a compliant authentication service to adopt the existing
Mobile Connect name and service mark guidelines.

N

(Your Text)

N 3 o~
. + mobile
Login [mobile, connect

ii
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Mot | Mobile Connect service mark: A pragmatic approach

* In some instances, operators may wish to use Mobile Connect in
conjunction with an existing identity service name. For example,
when the existing brand pre-dates the launch of Mobile Connect
and is already established as a mobile phone authentication
service in that country or region.

» Whist the GSMA's preference is for the Mobile Connect name and
service mark to used for the reasons already stated, in these
circumstances, we encourage operators to at least introduce the
Mobile Connect name and/or button.

32 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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Solution A: For operators using a different service/product name

Scenario 1:

Where a compliant operator is using an

existing service name for its mobile
POWERED BY identity service and wishes to overtly

b.I reference Mobile Connect.

0 I e Scenario 2:

connECt Where an operator is offering Mobile Connect
and at the same time wants to
flag a bespoke product as being accessed

using Mobile Connect.

33 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



_ Scenario 1: Where an operator is offering a Mobile Connect and at the
mobile. | same time wants to a bespoke product or service uses Mobile Connect

»

ORON VE HIZMETLER KAMPANYALAR

Tek Tikla Turkcell - per—
Numarasini turkoedl.com.tr (zerinden TIK dive tagyantara :
8 GB internet hediye! ‘ e
ez Big @ KURUMSAL YETKILI GiRiSI ICIN TIKLAYINIZ
HIZLI GiRiS NEDIR ) moble
EN POPULER AKILLI TELEFI .' Cep telefonu numarasi araciligiyla saglanan masteri

TN INhana 729 20 Hitenn V_1 14 £V
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mobile, 'S5 |ution B: For operators using a different service/product name

Scenario 3:  Where operator has an existing service and service name that
will “bridge” with Mobile Connect but does not yet wish to use
the Mobile Connect name...

| Fazoszm
MATHI Y FORITICIEA v £ — (SMS) £2RETEBHKE T

BELZEW,
p n .
24 FaEoEREE/LDH
T4 9T LYNDE DT I LR BEEIFS @ ﬁ M
. = orem i m d sit amet, consecte adipiscing
i A Lorem ipsum dolor sit amet, consectetur adipiscing
&&7‘\/*_%#_E2E7 '% M sed diam nonnumy ejusmo tempor incidunt ut
y e | laboreetdolore magna aliquam era volupat.

— -
Example designs for illustrative purposes

Mobile Connect button used alongside existing service name,
with explanation appearing close by

6 Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mepie | Current approach

Each case will continue to
be evaluated on an

individual basis. Operators will be encouraged to
use the Mobile Connect service
mark, within the scenarios
devised, where it provides a However, there will

satisfactory solution for all parties.  ;ndoubtedly be exceptions.
These will be reviewed and a

suitable compliant solution
devised as required.

36 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobie: | Planning: User flows & UX consistency

» Operators to agree on flows, user screens (waiting screen, error
screen etc.) and lifecycle events. It is recommended to use optimised
user flows as excellent user experience is essential.

» Operators to obtain internal legal privacy sign off on user screen
flows and ensure their alignment with the Mobile Connect privacy
principles.

» Operators to review end user flows for each operator to ensure
consistency and alignment taking into account any authenticator
differences. Take into account the performance of the networks - e.g.
page's size will have a Ul impact.

« Although all operators should have a good UX, the UX does not have
to be exactly the same across all MNOs.

38 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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User Education

<2 |
<z =

Building trust

Deployment

.y

PO e
&

Key learnings & best practices for Ul deployments

» Brief introduction about Mobile Connect benefits for first time user.

Ul with concise messaging and a progress bar to guide the users during the process
to avoid drop outs.
Scale up user base by preregistering and providing incentives to activate the users.

Instil trust in the service by exposing the user to familiar brands of the SPs and/or
the operator.

Clear and need to know basis textual/links removes potential confusion.

Remove possibilities to deflect the user away from the Ul and reduce drop out rates.

Thorough end-to-end testing is key to a successful role out of Mobile Connect.
Pilot with internal operator-services in a controlled environment before scaling up.
Optimise the user flows where possible with header enrichment and be aware of
different flows depending on choice of authenticators.

39 Identity — Mobile Connect
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mobile | Flow design: Key design principles summary

i iy | )
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[ =t s Pt Fmet N
—O_mv== 4 ——— wy oo []
- ety
e pre— | ]
P —— Al 4ok ot
wlork vairg
== B sommenes
E Erder o T £y Fram | T— - -
- Fhors thrsbae  oineor om e bl
il Piriinap ekt e =1
Faigl P kel e 7 e pr—
X X =
o —
4- o =
Operator webpogs Mesila Cornaat lagin Regsterstion screen

‘Maiting screen Complation soreen
Introducing Mobile Connect to new users:

.

Introduce onto Operator Online Portals first and set up analytics to test the process and identify any high dropout areas
Keep the password option so users have a choice of how to log-in

Highlight & market the key relevant message for your local audience eg. “log-in without a password using Mobile Connect.” This draws attention to the key differentiating
factor and encourages users to try the new technology out.

Fast-track the Mobile Connect user registration process to convert users quickly:

. Use Overlays and DO NOT redirect to separate webpages or separate tabs. The visibility of Operator branding is key to maintain:
. the continuity of the transaction between the operator & end user.

the trust of the user with the underlying operators brand and by association Mobile Connect
Use a 3 or 4 step progress bar so the user knows what to expect next and when the process will finish
Confirm that the user has successfully authenticated with Mobile Connect for the first time.

40 Identity — Mobile Connect
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connect | Design Look & Feel: Consistency across operators

Phasel: Planning

Phase 2: Preparing Phase 3: Beta Launch

«  Kick-off session with in-country +  Review end user flows for each *+ Launch close-beta
Operators operator to ensure consistency and
alignment taking into account any * Monitor performance and review
+ Identify Internal Services that have best authenticator differences. analytics across Operators.
fit for Mobile Connect
«  Familiarise and align on user guide, * Focus on jointly solving cross
+ Read the high level documentation wire-frames, designs & HTML/CSS operator issues
* Operator Readiness Checkilist code.
« Test Suite Portal * Collaborate on subscriber
+ Analytics Guide «  Agree on approach to minimise any registration, marketing campaigns
UX/UI differences across country and ways to auto-enrol users for
« Select authenticators and enable operators. Mobile Connect accounts.
Header Enrichment
+  Select consistent colour and branding + Launch marketing initiatives to
logos convert Mobile Connect Users Mobile
Connect User Advocates for
+ Agree on messaging for introducing successful SP engagements

Mobile Connect
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mobie. | Planning: Regulatory requirements

. Operators should carry out local regulatory requirements analysis before
deploying Mobile Connect.

. Special attention should be paid to local personal data protection and data
transfer laws.

. It is important to understand if personal data can be transferred outside of your
country.

. Early engagement with governments has multiple benefits for operators digital
identity business enabling the generation of incremental revenues with positive
impact on the digital economy:

*  Governments adoption of Mobile Connect can drive incremental revenues for
operators by promoting the primary use of Mobile Connect across all sectors of
the economy and leveraging the consumers perception of government reputation
and establishment.
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mobile

tonnect | Planning: Mobile Connect privacy principles compliance

«  The Mobile Connect Privacy Principles are intended to guide the use of personal information
in the provision of Mobile Connect identity services by operators to third party service
providers.

«  The principles are ‘user centred’ and based on a common understanding that individuals
have the right to expect that those who design, implement and operate identity services are
committed to ensuring good privacy and security practices that respect and protect the
privacy of individuals and the security of their data.

*  Operators deploying Mobile Connect must comply with these privacy principles.

45 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.
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mobile
connect

Planning: Project resources/governance

O 00O «  Operators should identify dedicated project leads and allocate

D _D_Q_D commercial, product, SP, marketing, legal, technical resources.

There should be an established project governance model (e.g.
Steering Committee and workstreams).

*  Business owners should have full ownership and be able to drive
Mobile Connect implementation process: the GSMA can only
provide support and guidance.
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Planning: Project resources/governance

Q _&& O There should be an established project
% ﬁD governance model (e.g. Steering

Committee and workstreams).

Operators should identify Business owners should have full
dedicated project leads and ownership and be able to drive Mobile
allocate commercial, product, Connect implementation process: the
SP, marketing, legal, technical GSMA can only provide support and

resources. guidance.
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mobile
connect

Technical implementation: Implementation

* This is a technical implementation stage, where operators
deploy Mobile Connect OIDC & Identity Gateway & API

% Exchange.

\ * They also must integrate authenticators and put relevant
analytics in place for all of the deployed components.
Analytics should capture traffic numbers, performance KPIs
etc.
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Gonnect | Testing

APl compatibility testing
Test Mobile Connect interoperability at the Mobile Connect Interoperability portal
provided by GSMA.

Performance testing

Conduct performance testing (load, stress, capacity) for your ID Gateway.
GSMA can provide testing scenario guidelines.

End-to-end testing
Carry out end-to-end tests with provisioned applications/services.

UX testing

Test the user flows and identify any high user dropout areas. Monitor
performance and review/optimise user flows.

52 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobie: | AP1 compatibility testing- https://testsuite.mobileconnect.io/

What is it?

The site provides a suite of tests that check the Mobile Connect interface or platform meets the GSMA Mobile Connect
specifications. The focus of the test suite is to validate the Mobile Connect API compatibility for interoperability and
ensure a problem-free experience for end users.

Why Interoperability?

* Interoperability is a key proposition requirement of Mobile Connect and hence also one of the core requirements of the
Mobile Connect licence agreement.

* It enables use of common tools, e.g. SDKs or the Mobile Connect Developer Portal.

Why Testing?

* Interoperability is a difficult beast and cannot be ensured without explicit and common testing.

+  For Technology & Platform partner, operators get the assurance that they will not see “surprises” after deployment.
*  Prevents from upsetting service providers by misusing them as our “test house”.

The Test Suite allows APIs for testing of the following Mobile Connect products : Authentication, (LOA 2 and 3),
Authorisation (LoA2 and 3) and Identity products (including MC Phone Number, Sign-up and National ID).
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Pre-launch stage: Service provider on-boarding

Mobile Connect deployment guidelines for operators




mobile

connect | SP on-boarding: identify, qualify & approach SPs

ldentify service provider candidates & potential use cases and approach
target SPs.

«  GSMA SP outreach team can support operators with the SP outreach.
However, GSMA has a very limited SP outreach team that will focus only
on the key SPs and business development opportunities. To facilitate this
activity, the GSMA SP outreach team must have access to the right
business people within the operator (e.g. P&L owners, enterprise sales
leads).

«  Develop pricing model. Even if you deploy only free services (e.g. basic
authentication), it is essential to define a future path to monetisation.

 Have SP billing & reconciliation capability in place. Not relevant if you
deploy only free services (e.g. basic authentication).
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mobile, |15 SP on-boarding steps

*ldentify SSP/SP inline with GSMA Lighthouse Markets
*GSMA qualifying meeting with SSP/SP

+|dentify use case with SSP/SP and benefits case
Gatel fy

=
I
()
|_
*NDA /MOU c Gatel will be Gate 3 will be
ol i » ; ; At Q managed by the managed by the
+L%05k|\/llrxo the eyes” meeting of SSP/SP with participating operators an SSP/SP Engagement Deployment Team.
o . . . . > Team. The SSP/SP
*Each Operator individually has commercial discussion with SSP/SP > Eeio 2wl e e Engagement Team
Gatez *Timelines set and agreed between SSP/SP and operators T, Combination of the will adopt antac?ount
«Ki - - ' [ o SSP/SP Engagement AETETY SIS Ol
Kick off work-streams - Commercial, use cases, legal and technical & o Deployrgn egnt }Nltr& the SSP/SP
eaa.

Team

wea] uawAoldaqg

*Technical team/resource from SSP/SP assigned to project
*Contracts signed
*POC / Beta Testing

Gate3 | -coLive
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$

Operators should agree
on a commercial model
(e.g. direct contacting -
every MNO contracts
with every SP; wholesale
- MNOs selling on behalf
of each other).

=

Make available
commercial contracts to
SPs/SSPs and sign the
contracts.

| P

Allocate enough time for
contracting as this
process can be time-
consuming.

A\

Commercial federation
within country can be
achieved through
alternative structures to
suit local preferences.
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Partner model
Operators sign agreements with partners
to go to market on their behalf
Partner may also handle technical on-
boarding

Estonia: partner is public certificate
authority for tech & commercial on-
boarding. 1,000+ SPs.

India: single technical platform; C2A +
dev portal (free of charge); now
looking for channel partners. ~15 SPs.
Pakistan: C2A + dev portal (free of
charge); now looking for channel
partners. ~10 SPs.

Bangladesh, Myanmar, Sri Lanka +
others using C2A + dev portal.

~20 SPs per operator.

Lead MNO model

A lead operator signs agreements with
other MNOs to go to market on their

behalf

MNO 1

=0F

Switzerland: Swisscom is
acting as lead operator for
commercial and technical on-
boarding. Inter-operator
distribution of revenue (minus
some direct costs).

100+ SPs.

Inter-operator model
Operators sign agreements between
each other and to go to market on each
others behalf

MNO 1 | g Y MNO 2

Inter-operator
agreements

m(_\;
K3

Finland: Circle of Trust between
operators. Competition between
MNOs to sell to SPs. Tech and com

on-boarding on behalf of other MNOs.

Inter-operator settlement. 300+ SPs
Spain: working on inter-operator
agreements where MNOs are able to
take the lead for SPs and represent
each other commercially. 1 SP.

UK: considering inter-operator
agreements. 1 SP.

In-country commercial federation models — existing and planned
(in addition to direct sales each MNO to each SP)

Operator JV model
Operators create a Joint Venture to go
to market on their behalf

MNO 1
MNO 2
MNO 3

o %y

Norway: BankID is a JV between
banks collaborating with MNOs.
Common “BankID” branding. 100+ SPs
Canada: JV between operators is
offering MC pilot. Each operator retains
their branding. 3 SPs in pilot.

Taiwan: JV between MNOs to build
and run a federated platform.
Netherlands: considering JV together
with banks.
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Mobile Connect deployment guidelines for operators




mobie. | Pre-launch: End user and SP support

Operators must establish customer support (end user to
SP/MNO, SP to MNO) with a clearly defined support model,
SLAs and processes.
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mobie: | Marketing overview

mobile -
connect DS

VN
Generating consumer awareness/user registration requires a solid
working product with a clear consumer CTA(i.e. access points
via launched digital services and operator products), as well as the
opportunity to experience Mobile Connect on user services in a

positive manner, demonstrating clear benefits to the consumer.

Operator need to create or point to Mobile Connect consumer
education materials, ideally on their own websites, and social
media platforms.

Marketing awareness/educational activity is stronger when
associated with well-known consumer brands. It should target
existing users familiar with and with an intrinsic trust of operator
brands through their mobile contract. Therefore, joint marketing
originated from operator in partnership with service provider brands
will be the most effective way to educate consumers.
___________________________________________________________________________________________________________________________________________________|
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Working together

GSMA can provide support

A consumer website, in relevant languages, if required.
* See www.mobileconnect.io / www.mobileconnect.in for example

Global Mobile Connect social media feed with organic content feed
pointing to live services. (see examples below)

« Twitter: @mobileconnect
« Facebook: @mobileconnectofficial
* U-Tube Playlist: Identity at The GSMA

Campaign suggestions/best practice ideas that can be personalised
to fit operator service and provider brand messaging requirements

Content generation and messaging support for campaign activities

Global content repository including graphics, animated graphics,
video and web assets for operators/SPs to use and/or personalise.

» http://brand.mobileconnect.io/

Support for customer insight/research/focus group activities to
identify consumer pain points and user experience understandings.

Operator should provide

* Dedicated marketing support from their
own marketing team and ensure agreement
to support marketing activities

* Marketing resource and budget to
manage/run campaign activity within own
organisation and manage marketing plans.

« Commitment to working together with the
other operators/SPs in country on a joint
marketing activity plan.

e Customer call to action —i.e. services
where the consumer can use Mobile
Connect:

» Operator own services

» Service providers

63
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mobie. |Branded marketing activities

» Co-partnered/branded content on social media
» Operator use of Mobile Connect for own services freecharge

» Operator web page for Mobile Connect .~ ] Rsjsojcashback
* Targeted SMS campaigns B e —

« Ambassador programmes

» Developer forums/chat rooms with App Challenge/hackathon
activities

« Consumer incentive campaigns

« Target blogger/tech press for influencer activity.

Consumer and business PR

N -
M mobile
connect
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examples

Mobile Connect deployment guidelines for operators




mobile | |ndja: Tata Docomo

December:

Shop. Pay bills. Simply. Securely. ﬂ mobile

rrn:ll:nIE

SHDF PAY BILLS. SEGURELY. SIMPLY. M connect

Promoting Mobile Connect YouTube video page on GET App Wall
in order to increase awareness and drive education. (20" Dec —
ongoing)

New Year Special Promotion through GET App — Showcasing
Mobile Connect Video to Users (15t Jan’17)

New Year Special promotions of Mobile Connect on GET App
Facebook page. ( 30t Dec-1st Jan).

Promoting Mobile Connect on Tata Docomo Website. Your stats
also shows traffic routing from Tata Docomo website to Mobile
Connect India Website (Ongoing since 19t July)

Linked to www.mobileconnect.in

January:

Continuing Promotion of Mobile Connect YouTube Video Page on
GET App Wall in order to increase awareness and drive education.

Banner placement in other portals.
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mobile. | hdia: Aircel

[ nm i i mei

— oo« gocial media campaign — commenced 29t January — on-going

T — ! Alrcel Indla with Rishav Pandey and Ashok Kumaar
€

n. Stripey the Cub © e Like
Croa digital identty with MConnect. Shop, browse and get offer
AIRCEL [imbihorsoipiivistnstu ot

Aircel India © mposstia 1 k d bl 1 1
ot i * Linked to www.mobileconnect.in to register
Home
About y
ose ONE STOP
Exra Passion LOGIN SOLUTION i Louise Home Find Friends
N Aoy FOR ALL YOUR
o DIGITAL NEEDS. | S Folomng = | shan —
Notes. .
- = -
I Passwor " ,
s e ATRCEL | fotibbapmicdemmosaieelis el g OB s
Own a piece of Dhoni
Aircel India @
Posts. o
Celeb Chat Instant
e = - - .
= om e = M mobile
Phoks connect J—
Extra Passion
Aircel #MyExtraStory !l Stripey the Cub & e Lke
Likes
Notes
Simpossible ol Like
o e Like Comment 3 # Share
Events
© You and 133 others Top comments * .é s
Instant Recharge . Atiético de Kolkata O
Own a piece of Dhoni '
- ik m——
Celeb Chat Bashudev Shill Bds Hmmm W Nce Oopuliel” Poviopuls (0l
ks
Customer Care
P sl
[ croearae | —
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Mot | Spain: Telefonica — Mi Movistar

Telefonica Group deployed Mobile Connect in Spain at the end of 2015 on their
self-care portal, Mi Movistar, with an objective to increase usage of this online
Mi Movistar channel. In order to drive take-up of the service, Telefonica Spain streamlined
their registration flow and implemented a communications strategy.

AN movistar pesnir &4

ACCESO CON CONTRASERA 7
© Tiuiar Usuario

. Simplify registration as much as possible — both the process itself and the
content displayed

. Keep the underlying service brand (in this case the operator) visible

during registration to increase user trust.
) ) . Include Mobile Connect by default into new subscription contracts.

— . Start marketing Mobile Connect to subscribers with a targeted 1-to-1
promotion towards selected users of the underlying service.

. Communicate Mobile Connect across channels as a “passwordless”
method of accessing personal accounts

. Include this simple message in other promotional activity relating to the
underlying service.

Results: Registrations to Mobile Connect have grown at over 50% per month
during Q4 2016, while monthly transactions increased six fold between July and
December 2016.
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1.

2.

3.

Monthly transaction volume on Mi 4.
Movistar 5

Targeted subscribers individually via email or phone to tell them about Mobile Connect in
the hope that a simpler log-in option would encourage them to use the portal more often.
Amended contents of all the website “help” topics related to personal accounts to promote
Mobile Connect as a passwordless method for users to access their private area.

The same message on banners in the help section, and presented to users who failed to
enter their correct password when trying to access their account.

In parallel, encouraged usage of Mobile Connect on their various web properties and
social media accounts, and call centres.

Created a video to explain the principle of Mobile Connect to end-users and an
infographic to guide them through the journey and demonstrate its simplicity.

Results: The share of Mobile Connect in the total log-ins to Mi Movistar grew

f@\b PP PP ‘L % 6.
RS MR M N N
N N N Ne Ne N N
Q Q Q Q Q Q Q
7.
8.

™ l l I I I I threefold in two weeks.
\Q’ \Q’ \ \

Encouraged users to switch to digital bills through an SMS campaign encouraging
passwordless access to monthly bills online.

Additionally, a one-day push notification to users accessing the website induced a peak of
activity — pushing traffic up to four time the usual daily transactions.

Gift card draws of a value of 500€ for customers accessing their online accounts or digital
bills via Mobile Connect.

Results: The traffic in October grew by 44% compared to the previous month,
before peaking in November
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Consumer survey identified that the main reason users
e were not using the Mobile Connect login was simple lack
Tek Tikla Turkeell S of awareness of the product.

Numarasini turkoelLcom.tr Gzerinden TIK diye tasiyaniara
8,68 internet hediye!

G | 1. Changed the name of the login option to encourage
uninformed people to try it

2. “Fast Login (powered by MC)” was chosen as the new
branding and the interface was changed mid-December
2016.

3. Mobile Connect became the default login mechanism
on their website and mobile app. This involved moving
the “Mobile Connect login” tab from right-hand to left-
hand, so it became the first option which users wanting
to login would see.

Results:
80% increase in daily registrations.
In December 2016 14k subscribers were registering daily
with a total of 40k Mobile Connect transactions daily
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Launch: Public launch

Decide on public launch date and carry out pre-launch marketing campaign. Soft launch should be
considered in advance of a full launch. Especially in markets which are not fully ready
(technically/commercially/contractually) for the full launch.

It is recommended to launch Mobile Connect on your internal services first and/or conduct trials
before the full public launch. Then at the public launch you will be able to share your customer
success stories from trials and/or internal services.
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BN Telecom

Airtel, Vodafone, Idea, Tata Tele, others launch
GSMA'’s Mobile Connect for digital identity

Six mobile operators Tuesday come together to launch Mobile Connect, GSMA initiative to offer a single and secure
mobile-based authentication for consumers accessing to Internet for various needs.

Muntazir Abbas ETTelecom Jul 19, 2016, 03.58 PM IST

Business Standard

Six telcos join hands to launch
digital authentication solution
Mobile Connect

The authentication system will allow users to log in to applications on their mobile phones by using
their phone number

73 Identity — Mobile Connect

India final launch coverage (51" August,

2016) attending media, including:
Business Standard
Business Today
CNBC TV18
DNA
Economic Times
Financial Express
IANS

PTI

Original coverage hits

Article syndications

Press release syndications
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India final launch coverage

GSMA unveils solution for online
authentication via mobile nos

PTI| Jul 19, 2016,09.10 PM IST <]
‘
THE TIMES OF INDIA
New Delhi, Jul 19 () Global telecom industry body GSMA today announced the
launch of Mobile Connect, a mohile-based authentication solution that allows users
to create and manage their digital identity across apps and services, using their
maobile numbers.

Mobile connect: From Airtel,
Vodafone, Idea to Aircel, now log in
to apps via your phone number

The services will be available with all the six major operators

i THE FINANCIAL EXPRESS
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Telcos launch mobile no
authentication service

Praveena Sharma
praveena sharma@dnamdua net

New Delhi: Six leading domestic
telecom operators launched Mobile
Connect service on Tuesday; which
will enable smartphone userstolog
in to their emails accounts, apps
and websites using mobile num-
bers for identity authentication
instead of passwords.

The initiative, which is led by
the global GSM lobby body
GSMA, has been simultaneously
launched by Aircel, Bharti Airtel,
Idea, Tata Teleservices Ltd, Tel-
enor and Vodafone. It would be
initially accessible from the tele-
com companies’ (telcos) website.

Mat Granryd, director gener-
al, global mobile operators’ op-
erator GSMA, said within a year

and a half of its launch, the ini-
tiative has already crossed the .
target set in the beginning and
was growing at a robust pace.
“We launched this (Mobile
Connect) in real terms a year-
and-half ago. We had set a target
of one billion enabled users by
February of this year. Wereached

“two billion. Now, in July we are

already three billion with more
than 40 operators in- 22 coun-
tries,” said Granryd. He said for-
ay into India was important be-
cause of its scale. It will see over
150-200 million smartphone users
access the new service.

A research done by GSMA
showed that roughly $4 trillion
worth of goods in the shopping
cart at e-commerce websites re-
mained unpurchased globally.

da
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3 by-lines placed with key business media:

I Telecom

From the newsroom of The Economic Times

A natural alliance against fraud How Mobile Connect solves intrinsic security risks

Mobile network operators and banks must tackle online fraud together through advanced, mobile-based authentication

sed option 4 . inthis exen st comeching 1 amias. Al thatst, of <
espectally dhue 1o consumer concerns  scenario, fraudsuees use personal dzia  that pias akeyvle ain
avornd ereditcard fraud. Incian con- i i i India They can  websites. mobile authentication solu-

Jun 28,

11.38 AM ST

ety &by fsasals mbaot i el s B . B R e S e e Tocation, ac-

The proliferation of smartphones and connected devices has led to a massive

Gnline fraud Jaikishan Rajaraman

JAIKISHAN e e v&\x,muruwmduu ) vi thA( i 1 his i o,
RAJARAMM ironlineexoerience. : Firumaiar X mokali dem b nie Mige, [cawchissd ges on piobey increase in the collection and analysis of personal data. In India, the GSMA VP and Head of Technology (APAC),
s sure join okl chis ° S IR LU L D avinel estimates there will be 690 million smartphones by 2020. The country is fast G8mA
i used fraud-prevention becoming a mobile-only economy — with 13 per cent of the world’s mobile Jaikishan Rajaraman is the GSMA Vice-
a1t message 1n Lhe 6 mathiode s MS OTE 1t o e £k Ui s ¥ i subscribers, it is the world's second-largest market behind China. Needless to say, President and Headl of Technology for the
tng inen and asking them to inpat an isamore secure way of TR G L ok e i which s, i . stop- ' 3 . ) ' Asia-Pacific region. His main
e of ifemaa. Yankitig: slWSs ey, CPHILIEI o e acara T T o aum th O s oot than  sonisin ping mdia’s ecommence market from there is increasing recognition amongst individuals, businesses and policymakers : jic reg
encses cigitel cally It ia vers eass for  traditional passwords, !V as the card bemng  knowedze and expertise, thevareabls  developing =5 quickly as it could. Its responsibilities centre avound the
L But; and is ens ks sach an application to thi nsecl about the great potential such personal data represents to enable and enhance L o
cusomersuse heinternetomskeus [ ol ut. The Kesere Hanl I Soromueandread OTes _But even this awses the huge poten.  trensactions. In fact, the GSMA has £ development and deployment of Show
d their financial af- is X ¥ t ibi a o : )
&.‘Ii’:&:h’i’t‘ﬂ.‘i‘&:&"‘m e T e e e flawed as t mbe duca o be used ws & oner AR S ““‘"‘i’"ﬁ;ﬂ digital services for each consumer. more..

L e menns of nuthoucia. i oot i tor-

£ fraud
S o

L - = i
vey funnd thic In»(w‘ the SMS  weification (hn,wl!!mphman!wﬂl accounnakeoverfmud

i THE FINAN CIAL EXPRESS

o Technology APAC, GSMA

P (ux\ﬂur lution with priviy protwe

Death of the password THE TIMES OF INDIA

Jaikishan Rajaraman Tech Deck

Indian consumers are increasingly using their digital identities for a range of anline
activities. This includes everything from sending emails and buying goods to
managing bank accounts and accessing government services. Until very recently,
passwords were considered to be the de factor form of authentication. However, this
is all set to change.

75 Identity — Mobile Connect Copyright © 2017 GSMA. The Mobile Connect logo is a trade mark registered and owned by the GSMA.



mobile
connect

8 interviews with GSMA spokespeople conducted,
including:

Business Today
Digit
Fonearena
Mint

Telecom Lead
Telecom Live

Times of India

© O O O 0O O O

businesstoday (@
India roll out of Mobile Connect

programme to happen soon: GSMA VP
Marie Austenaa

India pre-launch interview pitching

GSMA Mobile
Connect

Since its launch in 2014 at Mobile
World Congress, 34 operators in 21
countries have adopted it

Today, with the rise of the
services and
wited devices

is ome of the

onl
alway
socurit
lmportant aspects of the
whole ecosystem. To
maoke devices more
secare andd safe, the opee-
ators newd 1o Bave secu
rity solutions. GSMA has
a sonal data program
which helps in creating a
two way authestication
for the mobile phone
user, TelevomBive spoke
to Jalkishan Rajaraman,
¥ ! of Technolugy,
APAC, GSMA to ksow
about its benefits and
sdoption

ccosystem players
imcleding governments
banks, online service
peoviders, and retailens,
to defve this development
and rollout deatity salo
tlans. In India, the
GSMA's Personal Data
programime i working
with & bevad ecosystem of
operators and s
providers to drive adop-
tion of mobde authentica-
tion across » swmber of
different platforms and
seTvices.

What is the signifi-
cance of digital iden-
tity in today’s world?

TELECOM[M3

Jaikesvan

Rajsraman

oot of Teehnalogy, APAC, GSMA

couldd have far resching
Isaplications.,

What consumers neod
Is 2 straight-forward way
anage every part of
jal idemtity ~ safely,
simply, and sacurely.

One tool that can play a
huge role in protecting
personal data is mobile
With m he risein
India, the A esth
mates there will be 690

extra layer of security that
requires soenething that
only the user can provide
Mabile is an excellent tool
for providing that second
factor, because it can
SHCUEY ANY Account con-
veniently asd protect
against ideotity theft - in
Lermd O possesson or as
nseparate PIN

A survey by Deloitte
found that 85 pe of Ind
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During launch week —...
« 375,000 hits to the website connect P n
10,000 likes on the Facebook site YU

v
A SIMPLER, SAFER WAY'TO LOG-IN
IS IN DUR HANDS

Current average daily stats
« 25k users/day
* 48k page views/day

Totals 9July to 8Aug
« 890,731 hits

i
ASIuRIER

) SAFER WAY T0 LOG-IN

IS IN YOUR HANDS.
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mobile

connect |Operational/BAU: Analytics and reporting

« On-going service/user experience optimisation based on analytics.

/\/ «  Operators internal and external (e.g. reporting Mobile Connect
take-up and usage to GSMA) reporting requirements should be

defined.
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moble | 57 gperators launched in 30 markets
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If you would like more information, please contact the GSMA via:
mobileconnect@gsma.com

+44 (0) 20 7356 0600

www.gsma.com/identity

Follow the GSMA on Twitter: @ GSMA

GSMA London Office
The Walbrook Building, 25 Walbrook, London EC4N 8AF
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